
Privacy Policy - BitBang S.r.l 

BitBang S.r.l., with registered offices in Bologna, Via Enrico Mattei no. 102, VAT number 02329121202 
(hereinafter, “BitBang” or “Data Controller”), is committed to protecting the online privacy of the users of 
the www.bitbang.com website (hereinafter, “Website”). As such, this document (hereinafter, “Privacy 
Policy”) has been written according to Article 13 of EU Regulation 2016/679 (hereinafter, the “Regulation” 
or “GDPR”), in order to allow you to understand our policy regarding your privacy, and how your personal 
data will be handled when using our Website. This Privacy Policy contains important information regarding 
the protection of your personal data so that you are able to consent to the processing of your personal data 
in an explicit and informed manner, where appropriate. 

The information and data which you may provide, or which may otherwise be collected through the Website, 
in the context of your use of BitBang’s services (hereinafter, the “Services“), as better defined in  Section 3, 
will be used in compliance with the principles of lawfulness, fairness, transparency, purpose limitation, 
storage limitation, data minimization, accuracy, integrity and confidentiality. 
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1. Data Controller and Data Protection Officer 

BitBang, as identified at the beginning of this Privacy Policy, is the Data Controller regarding all personal data 
processed through the Website. 

It is possible to contact BitBang’s Data Protection Officer (“DPO”) at any time by writing 
to: dpo@bitbang.com.  

2. Personal Data processed 

As you use the Website, we inform you that the Data Controller may collect and process your personal data, 
which may consist of – also depending on your decisions regarding use of the Services – an identifier such as 
your name, an identification number, an online identifier (“Personal Data“). 

Your Personal Data may be collected either because you voluntarily provided it (for example, when filling out 
an online form) or simply by analysing your behaviour on the Website. 

Personal Data which may be processed through the Website are as follows: 

http://www.bitbang.com/
https://www.bitbang.com/privacy_policy.php#paragrafo3
mailto:dpo@bitbang.com


a. Personal Data provided voluntarily by the data subject 

In some sections of the Website (for example, in the “Work with us” section), you may be asked to enter 
information such as your name, surname, telephone number, email address, etc. 

b. Candidature. Special Categories of Personal Data 

By sending your CV through the “Work with us” section of the Website, you authorise the Data Controller to 
process your Personal Data. BitBang asks you to not disclose Personal Data which may fall under the category 
of Personal Data referred to in Article 9 of the Regulation (“[…] data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union membership, and […] genetic data, biometric data 
for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural 
person’s sex life or sexual orientation”), unless such disclosure is strictly necessary. Otherwise, should you 
decide to provide it, such Personal Data shall be processed only if and to the extent that it is effectively and 
strictly necessary for BitBang to do so as provided for in the general applicable authorization of the Italian 
Data Protection Authority – Garante per la protezione dei dati personali for the protection of personal data. 
In such cases, BitBang may ask for your specific consent; if the processing of such special categories is not 
necessary for the purpose of evaluating your application and establishing the employment relationship and 
such data are included in your application, BitBang shall refrain from processing them. 

c. Third party Personal Data provided voluntarily by the user of the Website 

As mentioned above, in some forms present on the Website you may insert free text messages or 
information, visible to the Data Controller, which could contain the Personal Data of third parties. In any 
situation where you decide to share Personal Data related to other persons through the Website, you will be 
considered as an independent data controller regarding that Personal Data and must assume all inherent 
legal obligations and responsibilities. To this end, you must fully indemnify BitBang against any complaints, 
claims or demands for compensation for damages which may arise from the processing of such Personal 
Data, initiated by the third parties whose Personal Data have been processed through the use of the Website 
in violation of the applicable rules on personal data protection. In any case, if you provide or in any other way 
process the Personal Data of third parties while using the Website, you henceforth guarantee – assuming all 
related responsibilities – that this specific processing is grounded on an appropriate legal basis in accordance 
with Article 6 of the GDPR, which legitimizes the processing of the information in question. 

d. Browsing Data 

The Website’s operation, as is standard with any website on the Internet, involves the use of computer 
systems and software procedures, which collect information about the Website’s users as part of their 
routine operation. While BitBang does not collect this information in order to link it to specific users, it is still 
possible to identify those users either directly via that information, or by using other information collected – 
as such, this information is also considered Personal Data. 

This information includes several parameters related to your operating system and IT environment, including 
your IP address, location (country), the domain names of your computer, the URI (Uniform Resource 
Identifier) addresses of resources you request on the Website, the time of requests made, the method used 
to submit requests to the server, the dimensions of the file obtained in response to a request, the numerical 
code indicating the status of the response sent by the server (successful, error, etc.), and so on. These data 
are used exclusively to compile anonymous, statistical information on the use of the Website, as well as to 
ensure its correct operation and identify any anomalies and/or abuses of the Website – this data is deleted 
immediately after processing. Such data could be used to ascertain responsibility in the event of computer 
crimes carried out against the Website or against third parties. 



e. Cookies 

Definitions, characteristics and application of the regulation 

Cookies are small text files that websites visited by the user send and record on the computer or mobile 
device of the same. They are then transmitted back to the relative sites during the next visit. Thanks to 
cookies the site remembers the actions and preferences of the user (such as, for example, login data, default 
language, font sizes, additional display settings, etc.) so that the user does not need to specify them again 
when they re-visit the site and browses its pages. Cookies are therefore used to perform computer 
authentication, session monitoring and to store information about the activities of users who access a 
website and may also contain a unique identifier that allows for the monitoring of user experiences on the 
site for statistical or advertising purposes. 

During the navigation of a site, the user may also receive cookies on their computer or mobile device from 
sites or web servers other than the one they are visiting (so-called “third party” cookies). Some operations 
cannot be performed without the use of cookies, which in some cases are technically necessary for the 
operation of the Website. 

There are various types of cookies and depending on their features and functions, they may remain on the 
computer or mobile device of the user for different periods of time: so-called session cookies, which are 
automatically deleted when you close your browser; so-called persistent cookies, which remain on the user’s 
device until a pre-established date. 

According to applicable legislation, your prior explicit consent for the use of cookies is not always required. 
In particular, such consent is not required for “technical cookies”, for example, those used for the sole 
purpose of transmitting a communication over an electronic communications network, or as strictly 
necessary to provide you with a service that has been explicitly requested by the user. In other words, 
technical cookies are indispensable for the operation of the site or to perform tasks requested by the user. 

Types of cookies used by the Website 

The Website uses first party cookies: 

• Technical cookies – session or navigation – are strictly necessary for the operation of the Website or 
to allow users to make use of the content and services they have requested. 

• Analytics cookies allow for an understanding of how the Website is used. These cookies do not collect 
information about the identity of the user or any Personal Data. The data is processed in an aggregate 
and anonymous form. 

• Functional cookies are used to activate specific functionalities of the Website and a number of 
selected criteria (for example, the language, the products selected for purchase) in order to improve 
the service provided. 

 BitBang also uses third-party cookies – i.e., cookies from websites / web servers other than the Website, and 
which are used for specific purposes of the third parties owning those websites / webservers. These third 
parties will typically be considered independent data controllers regarding their cookies, and therefore you 
must refer to their privacy policies, information notices or other materials to obtain more information on 
them, as specified below:  

• Google: https://www.google.com/policies/privacy/partners/ https://tools.google.com/dlpage/gaop
tout 

• Adobe: http://www.adobe.com/privacy/analytics.htmlhttp://www.adobe.com/privacy/opt-
out.html 

https://www.google.com/policies/privacy/partners/
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
http://www.adobe.com/privacy/analytics.html
http://www.adobe.com/privacy/opt-out.html
http://www.adobe.com/privacy/opt-out.html


• Decibel: https://www.decibelinsight.com/privacy-policy/ https://www.decibelinsight.com/OptOut/ 

Cookies sent via the Website 
In detail, the cookies sent via the Website are specified below: 

TYPE OF 
COOKIE 

TECHNICAL NAME OF 
COOKIE 

PERSISTENCE 
TIME 

DOMAIN PURPOSE 
HOW TO  
DISABLE  
COOKIES 

Technical 

    
cookie_ 
privacy_settings    

    
1   year    

    
bitbang.com    

Stores visitor 
 privacy 
preferences 

    
This   cookie 
stores your 
privacy 
preferences, so 
it is not 
possible to 
disable it.    

    
utag_main    

    
1   year    

    
bitbang.com    

Stores tag 
delivery in 
relation to 
privacy 
preferences 
expressed by 
the user 

    
This   cookie 
stores your 
privacy 
preferences, so 
it is not 
possible to 
disable it.    

Analytics 

    
__utma    

    
2   years    

    
bitbang.com    

 
Technical 
monitoring 
information 
acquired by 
Google 
Analytics 

    
Information 
Notice Google 
Analytics – Tra
cking Opt-
Out    

    
__utmb    

    
30   minutes    

    
bitbang.com    

    
__utmc    

    
Session    

    
bitbang.com    

    
__utmt_old    

    
10   minutes    

    
bitbang.com    

https://www.decibelinsight.com/privacy-policy/
https://www.decibelinsight.com/OptOut/
https://www.google.com/analytics/learn/privacy.html?hl=it
https://www.google.com/analytics/learn/privacy.html?hl=it
https://www.google.com/analytics/learn/privacy.html?hl=it
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout


    
__utmz    

    
6   months    

    
bitbang.com    

    
_ga    

    
2   years    

    
bitbang.com    

AMCV_6499485451E5 
65D90A490D45%40Ad
obeOrg    

    
2   years    

    
bitbang.com    

Unique 
anonymous 
visitor 
identifier 
acquired by 
Adobe 
Analytics 

Adobe 
Analytics  
Privacy Policy 
Tracking –  
Opt-Out 

    
channel    

    
1   month    

    
bitbang.com    

Channel 
access 
identifier 
acquired by 
Adobe 
Analytics 

    
gvsC    

    
Session    

    
bitbang.com    

Identifier of 
the first page 
of the visit 
acquired by 
Adobe 
Analytics 

    
s_cc    

    
Session    

    
bitbang.com    

Flag which 
identifies the 
presence of 
the cookie 
acquired by 
Adobe 
Analytics 

    
s_sq    

    
Session    

    
bitbang.com    

Contains 
information 
of links 

https://www.adobe.com/privacy/experience-cloud.html
https://www.adobe.com/privacy/experience-cloud.html
https://www.adobe.com/privacy/experience-cloud.html
https://www.adobe.com/privacy/experience-cloud.html
https://www.adobe.com/privacy/opt-out.html


previously 
clicked 
acquired by 
Adobe 
Analytics 

    
 
    
da_sid 
    
 
    
    

    
Session    

    
bitbang.com    

Provides 
better 
content and 
services by 
tracking 
actions taken 
on the 
website, such 
as mouse 
movements 
and page 
scrolling. 
 
 
Contains the 
unique ID of 
the session 
(or visit). Decibel  

Privacy 
 Policy 
 – Tracking 
Opt-Out 

    
da_lid    

    
1   year    

    
bitbang.com    

Provides 
better 
content and 
services by 
tracking 
actions taken 
on the 
website, such 
as mouse 
movements 
and page 
scrolling. 
 
 
Contains the 
unique ID of 
the session 
(or visit). 

 

Cookies sent via Hotjar 

https://decibel.com/privacy-policy/
https://decibel.com/privacy-policy/
https://decibel.com/privacy-policy/
https://decibel.com/OptOut/
https://decibel.com/OptOut/


In dentali, the cookies sent via Hotjar script are specified below: 

NAME DESCRIPTION DURATION DATA TYPE 

_hjSessionUser{site_id} 

Hotjar cookie that is set when a 
user first lands on a page with 
the Hotjar script. It is used to 
persist the Hotjar User ID, 
unique to that site on the 
browser. This ensures that 
behavior in subsequent visits to 
the same site will be attributed 
to the same user ID. 

365 days JSON 

_hjSession{site_id} 

A cookie that holds the current 
session data. This ensues that 
subsequent requests within the 
session window will be 
attributed to the same Hotjar 
session. 

30 
minutes 

JSON 

_hjClosedSurveyInvites 

Hotjar cookie that is set once a 
user interacts with an External 
Link Survey invitation modal. It is 
used to ensure that the same 
invite does not reappear if it has 
already been shown. 

365 days 
Boolean 
true/false 

_hjDonePolls 

Hotjar cookie that is set once a 
user completes a survey using 
the On-site Survey widget. It is 
used to ensure that the same 
survey does not reappear if it 
has already been filled in. 

365 days 
Boolean 
true/false 

_hjMinimizedPolls 

Hotjar cookie that is set once a 
user minimizes an On-site 
Survey widget. It is used to 
ensure that the widget stays 
minimized when the user 
navigates through your site. 

365 days 
Boolean 
true/false 



_hjShownFeedbackMessage 

Hotjar cookie that is set when a 
user minimizes or completes 
Incoming Feedback. This is done 
so that the Incoming Feedback 
will load as minimized 
immediately if the user 
navigates to another page where 
it is set to show. 

365 days 
Boolean 
true/false 

_hjSessionTooLarge 

Causes Hotjar to stop collecting 
data if a session becomes too 
large. This is determined 
automatically by a signal from 
the WebSocket server if the 
session size exceeds the limit. 

Session 
Boolean 
true/false 

_hjSessionRejected 

If present, this cookie will be set 
to ‘1’ for the duration of a user’s 
session, if Hotjar rejected the 
session from connecting to our 
WebSocket due to server 
overload. This cookie is only 
applied in extremely rare 
situations to prevent severe 
performance issues. 

Session 
Boolean 
true/false 

_hjSessionResumed 

A cookie that is set when a 
session/recording is 
reconnected to Hotjar servers 
after a break in connection. 

Session 
Boolean 
true/false 

_hjid 

Hotjar cookie that is set when 
the customer first lands on a 
page with the Hotjar script. It is 
used to persist the Hotjar User 
ID, unique to that site on the 
browser. This ensures that 
behavior in subsequent visits to 
the same site will be attributed 
to the same user ID. 

365 days UUID 



_hjRecordingLastActivity 

This should be found in Session 
storage (as opposed to cookies). 
This gets updated when a user 
recording starts and when data 
is sent through the WebSocket 
(the user performs an action 
that Hotjar records). 

Session 
Numerical 
Value 
(Timestamp) 

_hjTLDTest 

When the Hotjar script executes 
we try to determine the most 
generic cookie path we should 
use, instead of the page 
hostname. This is done so that 
cookies can be shared across 
subdomains (where applicable). 
To determine this, we try to 
store the _hjTLDTest cookie for 
different URL substring 
alternatives until it fails. After 
this check, the cookie is 
removed. 

Session 
Boolean 
true/false 

_hjUserAttributesHash 

User Attributes sent through the 
Hotjar Identify API are cached 
for the duration of the session in 
order to know when an attribute 
has changed and needs to be 
updated. 

Session Hash 

_hjCachedUserAttributes 

This cookie stores User 
Attributes which are sent 
through the Hotjar Identify API, 
whenever the user is not in the 
sample. Collected attributes will 
only be saved to Hotjar servers if 
the user interacts with a Hotjar 
Feedback tool, but the cookie 
will be used regardless of 
whether a Feedback tool is 
present. 

Session JSON 

_hjLocalStorageTest 
This cookie is used to check if the 
Hotjar Tracking Script can use 

Under 
100ms 

Boolean 
true/false 



local storage. If it can, a value of 
1 is set in this cookie. The data 
stored in_hjLocalStorageTest 
has no expiration time, but it is 
deleted almost immediately 
after it is created. 

_hjIncludedInPageviewSample 

This cookie is set to let Hotjar 
know whether that user is 
included in the data sampling 
defined by your site’s pageview 
limit. 

30 
minutes 
Boolean 

Boolean 
true/false 

_hjIncludedInSessionSample 

This cookie is set to let Hotjar 
know whether that user is 
included in the data sampling 
defined by your site’s daily 
session limit. 

30 
minutes 
Boolean 

Boolean 
true/false 

_hjAbsoluteSessionInProgress 

This cookie is used to detect the 
first pageview session of a user. 
This is a True/False flag set by 
the cookie. 

30 
minutes 
Boolean 

Boolean 
true/false 

_hjFirstSeen 

This is set to identify a new 
user’s first session. It stores a 
true/false value, indicating 
whether this was the first time 
Hotjar saw this user. It is used by 
Recording filters to identify new 
user sessions. 

Session 
Boolean 
true/false 

_hjViewportId 
This stores information about 
the user viewport such as size 
and dimensions. 

Session UUID 

_hjRecordingEnabled 
This is added when a Recording 
starts and is read when the 
recording module is initialized to 

Session 
Boolean 
true/false 



see if the user is already in a 
recording in a particular session. 

Cookie settings 

You may authorise, block or delete (in whole or in part) cookies through the specific functions of their 
navigation program (so-called browser) and via the provided by BitBang by clicking on “Cookie preferences” 
at the bottom of the Website. However, if you block or disable all or some of the technical cookies, the 
Website or certain Services of the Website may not be consulted or certain services or features of the 
Website may not be available or may not work properly and/or the user may be forced to change or manually 
enter some information or preferences each time he/she visits the Website. 

The choices you make with reference to Website cookies will be recorded in a special cookie. However, this 
cookie may not function correctly in some situations. In such cases, we suggest that you delete any unwanted 
cookies and manage them through your browser settings. 

The user’s cookie preferences will be reset if different browsers are used to access the Website. 

How to display and modify cookies through your browser 

For more information on how to set cookie preferences through your browser, it is possible to consult the 
following instructions: 

• Internet Explorer 
• Firefox 
• Chrome 
• Safari 
• Microsoft Edge 

You may also manage your choice related to third party cookies by using online platforms such as AdChoices. 

ATTENTION: by disabling technical and / or functional cookies, the Website may not be available for 
consultation or some services or certain functions of the Website may not be available or may not work 
properly and you may be forced to modify or manually enter some information or preferences each time you 
visit the Website. 

3. Purpose of the processing 

The purposes of the processing of your Personal Data collected through the Website are the following: 

a. To provide the Services you request, such as to download materials shared on the Website, request a 
demo, sign up to events, request a document, subscribe to BitBang’s newsletter, respond to a request sent 
to addresses you may find on the Website (“Provision of the Service”). 

b. To analyse CVs and to contact the candidates who submit their applications through the “Work with us” 
section of the Website (“Recruitment”). The Data Controller also intends to retain your CV in order to 
improve its personnel selection processes, to ensure its organizational efficiency and the optimization of the 
activities of BitBang personnel employed in such activities, including with respect to candidates who have 
not yet been interviewed or for candidates who have had an interview that was not followed by an 

https://support.microsoft.com/en-us/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://support.google.com/chrome/answer/95647?co=GENIE.Platform%3DDesktop&hl=en-GB
https://support.apple.com/en-gb/guide/mdm/mdmf7d5714d4/web
https://support.microsoft.com/en-us/microsoft-edge/delete-cookies-in-microsoft-edge-63947406-40ac-c3b8-57b9-2a946a29ae09
http://optout.aboutads.info/#!/


employment engagement, so that we can contact you at a later time or evaluate your CV in the future 
(“Selection Process Optimization”). 

c. To carry out marketing activities, conduct studies, research, market statistics and send you advertising and 
information material via e-mail or SMS, and/or over the telephone through operators and/or through the 
official pages of the Data Controller on social media related to the activities, products and services of the 
Data Controller (“Marketing”). You can, at any time, withdraw the consent that you have previously granted 
to traditional or automated marketing methods by giving notice to the Data Controller without any formality, 
simply by writing to the addresses indicated in Section 8 of the Privacy Policy, without prejudice to the 
lawfulness of the processing based on your previous consent. 

d. To profile data subjects (i.e., you) in order to carry out the marketing activities described in the previous 
Paragraph, in such a way that they match your preferences and interests. This processing activity, which is 
carried out upon the provision of your consent, covers the data you provide through the use of the Website 
and participation in the Controller's events (e.g., information relating to your job position, the type of 
company you belong to and the events in which you have participated or expressed interest in). In particular, 
by analysing and evaluating interests, preferences and the behaviour of data subjects, and by cross-
referencing such information, the Controller creates profiles to which promotional communications can be 
addressed on the basis of these characteristics (“Profiling”). You can, at any time, withdraw the consent that 
you have previously granted for this purpose by giving notice to the Data Controller simply by writing to the 
addresses indicated in Section 8 of the Privacy Policy, without prejudice to the lawfulness of the processing 
based on your previous consent. 

e. To carry out direct marketing activities via e-mail for services similar to those you have subscribed to 
through the Website, unless you objected to such processing initially or in subsequent communications (“Soft 
Spam”). 

f. To fulfil the obligations provided for by law which required the Data Controller to collect and / or further 
process certain types of Personal Data (“Compliance”). 

g. To prevent or detect any fraudulent conduct or abuse of the Website in order to allow the Data Controller 
to defend itself in court (“Abuse/Fraud”). 

h. To carry out statistical analysis without the possibility to identify the user (“Statistics”). 

i. To disclose your Personal Data (e.g., name, surname and e-mail address) to companies which have 
sponsorship or partnership relationships with BitBang and which operate within the Digital Marketing field, 
for their autonomous marketing purposes. The identity of these companies is indicated from time to time on 
the webpage of the event you register to attend (“Disclosure to Third Parties”). 

4. Legal basis and mandatory / discretionary nature of the conferment 

The legal basis of the processing of Personal Data for the purposes referred to in Section 3 are the following: 

a. Provision of the Service: the processing for this purpose is necessary to provide the Service and for the 
performance of the contract. The provision of your Personal Data for this purpose is optional, however, 
failure to provide them would imply the inability to provide the requested Services or to respond to your 
requests. 

b. Recruitment: the processing for this purpose is necessary to allow the Data Controller to schedule 
interviews and manage the recruitment procedure. The provision of your Personal Data is optional, but any 
failure to provide it would make it impossible for BitBang to evaluate your profile and your application. The 



processing of your Personal Data does not require your consent as it is a spontaneous application, in 
accordance with the applicable Italian data protection law (see section 111-a of the Italian Data Protection 
Code, as amended by the legislative Decree no. 101/2018: “If an uninvited CV is received with a view to 
possible recruitment, the information referred to in Article 13 of the Regulation shall be provided when the 
respective data subject is first contacted thereafter. Within the framework of the purposes referred to in 
Article 6(1), letter b), of the Regulation, no consent shall be required to process the personal data contained 
in the CV”). In this regard, we remind you to not provide special categories of Personal Data (such as data 
concerning your health, your religious beliefs, your political opinions, etc.) if not strictly necessary; in this 
case, the processing of such Personal Data will take place in compliance with and within the limits of the 
general pro tempore authorization of the Garante per la protezione dei dati personali. The storage of CVs for 
the purpose of the Selection Process Optimisation is based on the legitimate interest of the Data Controller 
(art. 6(1)(f) GDPR reads: “[…] processing is necessary for the purposes of the legitimate interests pursued by 
the controller or by a third party, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the data subject which require protection of personal data, in particular where the 
data subject is a child”). 

c. Marketing: the processing for this purpose is based on your prior consent (art. 6(1)(a) GDPR reads: “[…] the 
data subject has given consent to the processing of his or her personal data for one or more specific 
purposes”). It is not mandatory for you to give your consent to the Data Controller for this purpose and you 
can withdraw your consent at any time without any consequences (except for the fact that you will no longer 
receive marketing communications from the Data Controller). You may withdraw your previously granted 
consent by following the instructions provided in Paragraph 8 of this Privacy Policy. 

d. Profiling: the processing for this purpose is based on your prior consent (art. 6(1)(a) GDPR reads: “[…] the 
data subject has given consent to the processing of his or her personal data for one or more specific 
purposes”). It is not mandatory for you to give your consent to the Data Controller for this purpose and you 
can withdraw your consent at any time without any consequences (except for the fact that you will no longer 
receive profiled marketing communications from the Data Controller). You may withdraw your previously 
granted consent by following the instructions provided in Paragraph 8 of this Privacy Policy. 

e. Soft Spam: the processing for this purpose is based on the interest of the Data Controller to send marketing 
communications by email regarding products and services similar to those requested through the Website. 
You may interrupt the receipt of these communications without any consequence for you (with the exception 
that you will no longer receive such further communications of the Data Controller) using the link at the 
bottom of each of these emails, or by contacting BitBang directly. 

f. Compliance: the processing for this purpose is necessary for BitBang in order to fulfil any legal obligations 
to which it is subject (art. 6(1)(c) GDPR reads: “[…] processing is necessary for compliance with a legal 
obligation to which the controller is subject”). When providing Personal Data to the Data Controller, such 
data must be processed according to the applicable regulations, which could entail their retention and 
disclosure to the Authorities for accounting, tax or other obligations. 

g. Abuse/Fraud: the information collected for this purpose will be used exclusively to prevent and / or 
identify any fraudulent activity or abuse in the use of the Website and therefore allows the Data Controller 
to protect itself in court. 

h. Statistics: it is specified that such processing is not performed on Personal Data and therefore can be freely 
carried out by the Data Controller. 

i. Disclosure to Third Parties: the processing of your Personal Data for this purpose is based on your consent 
(art. 6(1)(a) GDPR reads: “[…] the data subject has given consent to the processing of his or her personal data 
for one or more specific purposes”). The provision of your Personal Data for this purpose is entirely optional 



and does not affect the use of the Services. If, in any case, you wish to object to the processing of your 
Personal Data for this purpose you may do so at any time by writing to the Data Controller, without prejudice 
to the lawfulness of the processing based on your consent given prior to the withdrawal. 

5. Recipients of Personal Data 

Your Personal Data may be shared with the subjects mentioned below (collectively “Recipients”): 

a. Subjects typically acting as data processors, namely: persons, companies or professional firms which 
provide the Data Controller with advice and consulting in accounting, administrative, legal, tax, financial and 
debt collection matters related to the provision of the Services. 

b. Subjects who are engaged with in order to provide the Services (for instance, hosting providers or email 
platform providers). 

c. Persons authorised to perform technical maintenance of the Website (including the maintenance of 
network equipment and electronic communications networks). 

d. Persons authorized by the Data Controller to process the Personal Data required for carrying out activities 
strictly related to the provision of the Services, who have committed themselves to confidentiality or have 
an appropriate legal obligation of confidentiality (for example, the employees of BitBang). 

e. Subjects, bodies or authorities to whom it is mandatory to disclose your Personal Data to in accordance 
with Compliance, Abuse/Fraud purposes or under the orders of the authorities. 

f. Third parties active in the field of Digital Marketing for their own autonomous and separate marketing 
purposes, only if you have given your specific consent. 

6. Transfers of Personal Data 

Your personal data may be shared with Recipients outside the European Economic Area. The Data Controller 
ensures that the processing of your Personal Data by these Recipients will take place in compliance with the 
applicable legislation. Transfers will be made through appropriate guarantees, such as adequacy decisions, 
Standard Contractual Clauses approved by the European Commission or others. For further information on 
the transfers of personal data, you may contact BitBang by writing to: dpo@bitbang.com or 
privacy@bitbang.com. 

7. Retention of Personal Data 

Personal Data processed for the Provision of the Service purpose will be kept by the Data Controller for the 
period deemed strictly necessary to fulfil such purposes. In any case, as these Personal Data are processed 
for the provision of the Services, the Data Controller will retain the Personal Data for the period allowed by 
Italian law to protect its interests (Article 2946 and ensuing articles of the Italian Civil Code). 

Personal Data processed for Recruitment purposes will be kept by the Data Controller for the entire duration 
of the evaluation procedure, while for Selection Process Optimization purposes, Personal Data will be kept 
for 7 years after receipt of your CV. 

Personal Data processed for Marketing purposes will be kept by the Data Controller until you withdraw your 
consent. Once consent has been withdrawn, the Data Controller will no longer use your Personal Data for 
such purposes, but it may in any case retain them, in particular as may be necessary in order to protect the 
interests of the Data Controller from possible complaints based on such processing. 
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Personal Data processed for Profiling purposes will be kept by the Data Controller until you withdraw your 
consent. Once consent has been withdrawn, the Data Controller will no longer use your Personal Data for 
such purposes, but it may in any case retain them, in particular as may be necessary in order to protect the 
interests of the Data Controller from possible complaints based on such processing. 

Personal Data processed for the Soft Spam purpose will be kept by the Data Controller until you object to 
such processing through the link at the bottom of each of the Soft Spam e-mails received. 

Personal Data processed for the Compliance purpose will be retained by the Data Controller for the period 
provided for by specific legal obligations or applicable legislation. 

Personal Data processed to prevent Abuse/Fraud will be retained by the Data Controller for the time strictly 
necessary for the aforesaid purpose and therefore until the Data Controller is bound to keep them to protect 
itself in court to disclose such data to the competent Authorities. 

Personal Data processed for Disclosure to Third Parties will be processed, as a general rule, until the 
withdrawal of your consent. 

Further information about the data retention period and the criteria used to determine this period can be 
requested by writing to the Data Controller at the addresses provided in Paragraph 8 of the Privacy Policy. 

8. Data subject rights. Contact details of the Data Controller 

Under Articles 15 and following of the Regulation, you, as a data subject, are entitled to request from BitBang, 
at any time, access to your Personal Data, the correction and erasure of your Personal Data, as well as to 
object to its processing pursuant to Article 21 of the Regulation. You are also entitled to request the 
restriction of the processing of your Personal Data in the cases set out in Article 18 of the Regulation, as well 
as to obtain the Personal Data you have provided to BitBang in a structured, commonly used and machine-
readable format, in the cases set out in Article 20 of the Regulation. 

You may interrupt the receipt of further Soft Spam e-mails by clicking on the link found at the bottom of each 
e-mail received. 

Consent to analysis through cookie may be withdrawn by following the indications laid down in Paragraph 
2.e of this Privacy Policy and by clicking on “Cookie preferences” at the bottom of the Website. 

Requests should be made in writing to: privacy@bitbang.com or to the physical address of the Data 
Controller indicated above. 

In any case, please note that, as a data subject, you are entitled to file a complaint with the competent 
supervisory authority (the Italian Data Protection Authority – Garante per la protezione dei dati personali) 
pursuant to Article 77 of GDPR, if you believe that the processing of your Personal Data carried out through 
this Website violates applicable law, as well as to seek judicial redress through the courts (Article 79 of the 
GDPR). 

9. Amendments 

This Privacy Policy has been effective since July 30th 2021. The Data Controller reserves the right to partly or 
fully amend this Privacy Policy, or simply to update its content, e.g., as a result of changes in applicable law. 
The Data Controller will inform you of such changes as soon as they are introduced. The Data Controller 
therefore invites you to regularly visit this Privacy Policy in order to acquaint yourself with the latest updated 
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version of the Privacy Policy, so that you may always be informed on how the Data Controller collects and 
uses your Personal Data. 
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